How to Verify a Bitcoin

Wallet Address




Introducing Alice and Bob

Alice and Bob are business partners
Alice wants to pay Bob via Bitcoin
Both are familiar with the use of Bitcoin

However, because Bitcoin transactions are
irreversible both are cautious and wish to make sure
that the Bitcoin is being sent to the proper wallet
address




Goals of the Process

Confirm that both Alice and Bob know
each others wallet addresses

Securely associate an a contact method to
to each of their wallet addresses

Ensure that they both are able to
successfully use the wallets in question



Two Different Ways to Accomplish these Goals

Micro-Transaction to Bob

Alice sends Bob a small amount
of Bitcoin

Alice sends a request for the
exact same amount back

Bob responds to the request and
sends Alice her Bitcoin back

Alice finally calls Bob personally
to confirm that it was him who
sent her back the Bitcoin

Signed Message from Bob

1.

Alice sends Bob a email signed
with her wallet private key
containing her with her email

Bob repeats the process with a
message sending the same
information to Alice

They use these S|gned
messages for verification of the
addresses to be used-




Verifying Addresses via Micro-Transactions

Alice sends Bob a small amount of Bitcoin and then
requests it back. Bob responds by sending her the
original amount.




Alice first goes to https://
www.coinbase.com by typing
it into her@ddress bar.




Alice makes sure that the
website has been verified by
DigiCert in€X




Then she clicks on-the “Sign
In” button.




Sign In

Email

alice.one206@gmail.com

Alice then signs in to her
Coinbase account using her
credentials:




((— Enter 2-step verification code:
6750815
W,

Because two-factor
authentication has been setup,
Alice must enter the codethat
was just:sent'to her phone.




Alice will send the micro-
transaction to Bob by pushing
the, Send Meney™ butten.




Send Money

To:  45eRUUKFYTH1SGWaPHUWx9ihrx38h1MAir

Amount: %3 0.001 3 o6

sage: This is Alice, sending you the micro-transaction to
confirm who you are.

© BaCk m

Alice sends Bob the micro-transaction
Bitcoin using his wallet address, which
sheshad received ian email from him.




Send Money Confirmation

[9 You're about to send

0.001 BTC to 15eRuUKFYTH1SGwaPHUWx9ihrx38h1MAir

. BaCK m

Alice confirms the
transaction by clicking the
“Send”: button.




Jul 25, 2014 ernal accoun -0.001 BTC

Alice’s sent Bitcoin transaction
is now pending, and will be
completedpwithin the-hour,




Jul 25, 2014

-0.001 BTC

After an hour, Alice’s
transaction has been
completed, and now Bob must
sendithe Bit€oin backtoAliece:




From'Bob’s point of view

Jul 25, 2014

+0.001 BTC

Bob, logging into his account
and finding Alice’s transfer
complete, will now send the
payment baék to her:.




Send Money

To:  112voFrAzpPZqmFKGFvYjmx8SP8nuBmZfB

ount: B8 0.001 I os

Ssage: | ves Alice, this is Bob. | received your transaction and
am now sending it back as you requested)|

Bob will use Alice’s wallet
address to send her back the
micro-transaction of Bitcoins




Send Money Confirmation

[% You're about to send

0.001 BTC to 112voFrAzpPZgmFKgFvYjmx8SP8nu8mZfB

= BaCK m

Bob confirms the transaction by
clickingthe “Send“button.




Jul 25, 2014 You sent bitcoin to an external account COMPLETE -0.001 BTC

After another hour, the transaction has
been completed, and Alice’s Bitcoin has
been returnedto her.




Back to"Alice’s view

Jul 25, 2014 You received bitcoin from an external account COMPLETE +0.001 BTC

To confirm the wallet address she received
the transfer came from she clicks on the
transaction.




Advanced Details

Alice then clicks on “Advanced Details” to get
more information.




Inputs W/ sigs Index / CB Outputs W/ pub keys
15eRuUkFYTH1SGwaPHUWX... 0/No 0.00100000 conf 112voFrAzpPZgmFKgFvYi... 0.00100000

* *

Bob’s Address Alice’s Address
(Transferred from) (Transferred to)

From here, Alice sees it was the address she
believed Bob used that originated the transfer
to her. She also petes the amount of Bitcoin
in the transaction is also accurate.




Alice then calls Bob to make sure that the person who
sent her back the Bitcoin was actually him to rule out a

compromised email account. Bob confirms that it was

indeed him who received her payment and who sent it back
to her. Both Alice and Bob now are able to perform /arger

scale transactions with the confidence that the money -
be going to right person.




Micro-Transaction Verification Method

v" Alice and Bob know now for sure they have

the correct wallet addresses

v’ Both also know that the Bitcoin they send
each other will be spendable

v' Both Alice and Bob feel confident to

transfer larger amounts of Bitcoin




Verifying Addresses via a Signed Message

Alice creates a signed message using wallet private
key containing her email address and sends it to
Bob who then verifies it (and vice versa)




Alice will first log into her
Coinbase account, and.lick on
the'Settings” sidebar tab:




Then, she will click on the
“Bitcoin Addresses” button.




112voFrAzpPZgmFKgFvYjmx8SP8nu8mzfB

Next, Alice will click on the
“Details” button next to her
wallet-address.




Alice will then type in a
message to be sent to Bob, and
click the “Sign Message” button.

Hello Bob, this is Alice.|




» Address  112voFrAzpPZqmFKqFvYjmx8SP8nusmzfB

Alice will then take copy her
wallet address, message and
signature so she can format

to be sent to Bob.

Viessage Hello Bob, this is alice.one206@gmail.com. | request you send me a

signed message back for verification.

Signature HOOf6oU2BLemuT8Z7FFCHzNcxp1fBbnQGUsUZFGGWT5qSN8nEvnZ7L09U3//plUIN




Alice then types “http://
www.validatewallet.com/” into
her'browsér address bar.




Address required

112voFrAzpPZgmFKgFvYjmx8SP8nu8mZfB

Message ...
Helio Bob, this s alice one208@8gmal.com. | reguest you send me a signed message back for verfication

Signature required

60U2BLemuT8Z7FFCHzNcxp1fBbnQGusUZFGGWT5qSN8nEvnZ7L09U3//plUIWGD5Fu+nJvaYwQXQQ/1SQso=




When the green success bar
pops up, then that means
that the message was
successfully verified and
formatted into an easy to

verify format.

Signed Message ogti

----- BEGIN BITCOIN SIGNED MESSAGE
Hello Bob, this is alice.once206@gmail.com. | request you send me a signed message back for
verification.

Success! Message verified to be from the address.




Signed Message optional

The Alice is copies the formatted message in
its entirety and emails it to Bob.




Bob will now go to the
same website and paste
-I-;e-l-I:EB?)Ib’\,It?;ﬁ?zlall\:cself)ﬁggzl(\)ﬂszsgﬁaﬁI.com.Irequestyou send me a signed message back for the message Into the

verification. Signed message ﬁeld,
and click “Verify”

Signed Message optional




)

If the green “Success’
field comes up, then
that means that Alice

control of her Bitcoin

wallet.




“Now that Alice’s information has
been verified by Bob, Alice must verify
Bob’s information. This will occur in the
exact same process as was just seen, just

with Bob and Alice switching places. If
both messages are verified, then Alice and
Bob can be assured that both accounts
are owned by one another.”




Signed Message Verification Method

v" Alice and Bob know now for sure they have
the correct wallet addresses

v’ Both also know that the Bitcoin they send
each other will be spendable

v' Both Alice and Bob feel confident to

transfer larger amounts of Bitcoin




To Conclude this Tutorial:

Using either method Alice’s and Bob have
the confidence to transfer Bitcoin in

much higher amounts

Both accounts have been proven to be controlled by
their respective owners, preventing any confusion or
anxiety and ensuring a smooth and safe Bitcoin transfer




